Leadership struggles to fully
understand the role of the CISO

When diving deeper into this potential communications gap, the perception
of those surveyed is that many in senior roles do not fully understand the
CISO role.

This disconnect is seen most strongly among
Chief Financial Officers (CFOs), of whom 64% of
respondents believe do not fully understand their
role as CISO.

This is a particular concern considering many CFOs are directly

in charge of the designation of cybersecurity budgets, and if they do

not understand to what they are allocating financial resources, it could be
allocated elsewhere in the business. This underscores the importance of
CISOs to better communicate their role and their operational activity to this
audience in particular.

The CISOs we surveyed clearly feel there was more of an endemic
misunderstanding of their role across all levels of senior leadership.
Perhaps surprisingly, a majority also believe those in the chief compliance
officer role (55%) do no fully understand their role. Similarly, those in the
chief marketing and chief human resources officer roles are perceived to
struggle here. However, the Chief Executive Officer (CEO) is perceived to

be the position most CISOs believe best understand their role, with 91% of
respondents citing that the best way to help support them in their work is to
report directly to the CEO.

That said, more needs to be done to communicate the role of the CISO
effectively through company leadership structures to ensure alignment of
information security and cybersecurity priorities. At the moment, over half
of respondents (53%) do not believe these priorities are completely aligned
with those of senior leadership.
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Coordination at the executive level
can take any incident response
operation from good to great. In a
cybersecurity incident, this need

for top-level communication and
organizational tactics is heightened
because cyberis an extremely
fast-moving and complicated
environment. If CFOs and other
executives do not have full clarity on
the role of the CISO in managing risk,
it can greatly impede a successful
operational response.

JAMIE SINGER

Managing Director
Co-Head, Cybersecurity & Data Privacy
Communications



Of those surveyed, an
overwhelming majority (88%)
experienced a cyber incident

over the last 12 months, the

most common types of attacks
being malware, ransomware, and
distributed denial of service (DDoS).

This reality has increased the
pressure on CISOs to serve
in a communications role.

Ransomware and DDoS attacks

in particular often need to be met
with aggressive communications
strategies, given the operational
disruption commonly associated
with these events.

More than any other cyber
incident, ransomware most often
places a communications burden
on the CISO and information

With incidents on the rise, communication between CISOs and leadership is even more critical

security (InfoSec) team. The fear
that the malware may spread

is extremely common - and
customers, partners, suppliers,
and other stakeholders may
demand official assurances that
there is no risk of contagion
before resuming normal-course
engagement with the victim
organization.

With this overall rise in incidents,
particularly in ones that require a
fulsome communications response,
itis critical for senior leadership
and CISOs to coordinate closely
and ensure their strategies - in
terms of containment, remediation,
restoration, and communications -
are aligned and complementary.

in the Last 12 Months

% Top Attacks/Incidents Experienced
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CISOs are challenged to manage communication with internal and external stakeholders in the face of an incident

Lack of preparedness can lead to a longer response time during an incident. For internal
stakeholders, it creates fear and panic as they might feel that the company is hiding information
oris not in the control of the situation. For external stakeholders, it gives them an opportunity to
speculate and tell the story on behalf of the company if the company remains silent for too long. . .

silent for too long. Instead, timely communications that reflect information the company is able to TOp 3 Cha“enges When Respondlng toan InCIdent
share, and in a transparent and supportive manner, can help mitigate reputational risks. This can

occur simultaneous to the forensic investigation determining the cause and nature of the incident.

Almost half (46%) of the cyber attacks are not mitigated immediately Managing communications with internal and external stakeholders
in a number of situations because of roadblocks. Such challenges
focused on managing communications between internal and external
stakeholders account for more than half (52%) of those surveyed, , ) e w ,

R . . R Responding to requests to complete security questionnaire and/or share indicators of compromise
responding to requests to complete security questionnaires (51%) and (10Cs) with external parties
collaborating with multiple vendors during a crisis situation (47%).

After an incident, CISOs feel it’s difficult for them to rebuild trust with key stakeholders, either
internal or external. Those challenges can be mitigated with a strong communications strategy, Collaborating with multiple vendors in a crisis situation
including crisis communications preparedness and incident response communications skills for
C-suite, including CISOs.
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